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IMPORTANT INFORMATION ABOUT THIS DRAFT UFC 3-470-01
In FY11 and FY12 UFGS 25 10 10 was revised to include options for additional protocols/technologies.
UFGS 25 10 10 was released in November 2012.

This UFC (3-470-01) has also been revised but is currently still in draft.

While UFGS 25 10 10 can, in theory, be used without this UFC there are designer options which can best
be made with the guidance in this UFC. UFGS 25 10 10 also makes extensive use of tailoring options
which are described in this UFC (but which are likely confusing otherwise).

This draft UFC has been made available (and a link to it provided in the UFGS) due to the principle that
some (unofficial) guidance is better than complete lack of guidance. It is hoped that designers will use
the information in this UFC to the betterment of their designs.

Revision History:
The following revision list will be updated whenever a new draft UFC is posted:
e 15 November 2012: Draft UFC posted.




UFC 3-470-01
DRAFT 15 NOVEMBER 2012 — FOR REVIEW AND REFERENCE ONLY

UNIFIED FACILITIES CRITERIA (UFC)

DRAFT

UTILITY MONITORING AND CONTROL
SYSTEM (UMCS) FRONT END AND
INTEGRATION




UFC 3-470-01
DRAFT 15 NOVEMBER 2012 — FOR REVIEW AND REFERENCE ONLY

UNIFIED FACILITIES CRITERIA (UFC)

LONWORKS® UTILITY MONITORING AND CONTROL SYSTEM (UMCS)

Any copyrighted material included in this UFC is identified at its point of use.

Use of the copyrighted material apart from this UFC must have the permission of the copyright holder.

U.S. ARMY CORPS OF ENGINEERS (Preparing Activity)

NAVAL FACILITIES ENGINEERING COMMAND

AIR FORCE CIVIL ENGINEER SUPPORT AGENCY

Record of Changes (changes are indicated by \1\ ... /1/)

Change No.

Date

Location

This UFC supersedes: UFC 3-401-01FA



UFC 3-470-01
DRAFT 15 NOVEMBER 2012 — FOR REVIEW AND REFERENCE ONLY

FOREWORD

The Unified Facilities Criteria (UFC) system is prescribed by MIL-STD 3007 and provides planning, design,
construction, sustainment, restoration, and modernization criteria, and applies to the Military
Departments, the Defense Agencies, and the DoD Field Activities in accordance with USD(AT&L)
Memorandum dated 29 May 2002. UFC will be used for all DoD projects and work for other customers
where appropriate. All construction outside of the United States is also governed by Status of forces
Agreements (SOFA), Host Nation Funded Construction Agreements (HNFA), and in some instances,
Bilateral Infrastructure Agreements (BIA.) Therefore, the acquisition team must ensure compliance with
the more stringent of the UFC, the SOFA, the HNFA, and the BIA, as applicable.

UFC are living documents and will be periodically reviewed, updated, and made available to users as
part of the Services’ responsibility for providing technical criteria for military construction.
Headquarters, U.S. Army Corps of Engineers (HQUSACE), Naval Facilities Engineering Command
(NAVFAC), and Air Force Civil Engineer Support Agency (AFCESA) are responsible for administration of
the UFC system. Defense agencies should contact the preparing service for document interpretation
and improvements. Technical content of UFC is the responsibility of the cognizant DoD working group.
Recommended changes with supporting rationale should be sent to the respective service proponent
office by the following electronic form: Criteria Change Request (CCR). The form is also accessible from
the Internet sites listed below.

UFC are effective upon issuance and are distributed only in electronic media from the following source:

Whole Building Design Guide web site http://wbdg.org/.

Hard copies of UFC printed from electronic media should be checked against the current electronic
version prior to use to ensure that they are current.
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UNIFIED FACILITIES CRITERIA (UFC)
REVISION SUMMARY SHEET

Document: UFC 3-470-01 Utility Monitoring and Control System (UMCS) Front End and Integration,
formerly “LonWorks® Utility Monitoring and Control System (UMCS)”

Description of Changes: UFC 3-470-01 is revised throughout to address changes in UFGS 25 10 10 and
to add support for the BACnet® protocol, Modbus® protocol, DNP®, Niagara Framework® and OPC®.
Changes include:

e Changes to the UFC title including removal of the word “LonWorks” and clarification that the
UFC covers the UMCS front-end and integration

e Removal of “educational” text not needed to support “instructive” text

e Removal of some LonWorks-specific information

e Addition of information on BACnet, Modbus, DNP®, Niagara Framework and OPC

e Explanation of the difference between utility control systems and building control systems

e Removal or updating of out-of-date information

Reasons for Changes: The changes to UFC 3-470-01 were required due to changes in UFGS 25 10 10 as a
result of the requirements contained in the National Defense Authorization Act of FY2010 (NDAA 2010).

Impact of Changes: There are no direct cost impacts to the changes to this UFC. The changes will
support the proper design and implementation of UMCS in accordance with UFGS 25 10 10 in support of
meeting NDAA 2010 requirements and the procurement of open control systems.
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CHAPTER 1 INTRODUCTION
1-1 BACKGROUND

1-1.1  History

Designers, installers, and operation and maintenance (O&M) staff have struggled with the complexities
and incompatibilities of multi-vendor direct digital control (DDC) systems almost since they were
introduced in the 1980’s. DDC systems are routinely designed and procured on a building-by-building or
sub-system by sub-system basis, a process that in the past has often resulted in multiple proprietary
systems that will not interoperate with each other. In the absence of specifications and criteria for
Open systems, Government procurement rules that require competitive bidding make it extremely
difficult if not impossible to procure new DDC systems that are interoperable with existing ones while
also being compatible with a base-wide or campus-wide supervisory system.

The introduction of "LonTalk®" and "BACnet®" Open control protocols in the early 1990’s allowed for
the procurement of Open and interoperable DDC systems.

In 2004, UFGS 23 09 23 specifying Open building control systems and a UFGS 25 10 10 specifying a
utility monitoring and control system (UMCS) were released. These specifications covered the use of
LonWorks® technology to specify and procure an Open building automation system.

In 2010, HR2647, the National Defense Authorization Act of 2010 (NDAA 2010) was passed. Section
2841 of this legislation called for “adoption of an open protocol energy monitoring and utility control
system specification” by the Department of Defense. The specification was further required to cover
seven different types of systems:

Utilities and energy usage, including electricity, gas, steam and water usage
Indoor environments, including temperature and humidity levels

Heating, ventilating, and cooling components

Central plant equipment

Renewable energy generation systems

Lighting systems

Power distribution networks

e 6 6 o o o o

Some of these systems are traditionally considered part of the building automation system (BAS) while
others are generally considered to be utility control systems.

In order to meet these NDAA 2010 requirements, UFGS 25 10 10 - previously LonWorks only - was
revised to incorporate support for BACnet®, Modbus®, DNP®, Niagara Framework® and OPC®.

1-1.2  Control System Terminology

There are many terms used to describe control systems. For the purposes of this UFC and UFGS 25 10
10, the following terms are used as defined here.
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e Field Control System (FCS): A Building Control System or Utility Control System. The network
used by the field control system is called the field control network (FCN).

e Building Control System (BCS): One type of Field Control System. A control system primarily for
building electrical and mechanical systems, typically HVAC (including central plants) and lighting.
Building Control Systems are generally composed of direct digital controls (DDC) and do not
have a full-featured user interface. They may have some local user interface such as “local
display panels” but rely on the UMCS for the full user interface functionality. The network used
by the building control system is called the building control network (BCN).

e  Utility Control System (UCS): One type of field control system. Used for control of utility systems
such as an electrical substation, sanitary sewer lift station, water pump station, etc. Building
controls are excluded from a UCS, however it is possible to have a Utility Control System and a
Building Control System in the same facility, and for those systems to share components such as
the Facility Point of Connection (FPOC). A UCS may include its own local front-end.

e  Utility Monitoring and Control System (UMCS): The system consisting of one or more field
control systems connected to a UMCS Front-End which provides for control of the electrical and
mechanical systems control systems as well as a user interface and supervisory capability. (i.e.
the complete system consisting of the UMCS Front-End with all connected BCS and UCS
systems). Note that in the past the term “UMCS” has sometimes been used to mean just “the
UMCS front end”.

e  Utility Monitoring and Control System (UMCS) Front End: The portion of the UMCS consisting
primarily of computers running software to provide a full-featured user interface. In addition to
providing a full user interface, this system performs functions such as alarming, scheduling, data
logging, electrical demand limiting and report generation. This system does not directly control
physical systems; it interacts with them only through field control systems.

e Building Automation System (BAS): The system consisting of the UMCS Front-End and
connected building control systems which provides for control of the building electrical and
mechanical systems as well as a user interface and supervisory capability (i.e. the portion of the
UMCS for building control).

Note the term Industrial Control System (ICS) is used in different ways both among the services (for
example the Navy includes building controls as part of ICS while the Army traditionally does not) and
within industry. For this reason, and to avoid confusion or misinterpretation, this term is not used by
this UFC or by UFGS 25 10 10.

Similarly, the term SCADA (Supervisory Control And Data Acquisition) is not used as the definition can
vary depending on context. In general usage, however, “SCADA” can be taken to mean “UCS”.
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Finally, NDAA 2010 uses the term Energy Monitoring and Utility Control System to refer to a Utility
Monitoring and Control System (UMCS). This term is not a standard term used by the controls industry,
so this UFC and UFGS 25 10 10 do not use this term.

Other terminology related to control systems is defined in UFGS 25 10 10 and in the field control system
specifications (e.g. UFGS 23 09 23 and future BACnet specification.).

1-1.3  Field Control System Types

Generally speaking, there are two basic categories of field control system (FCS): building control systems
(BCS) and Utility Control Systems (UCS). BCS systems are generally considered "commercial grade" and
are used for applications such as heating and air conditioning, metering, or lighting control. UCS systems
are generally considered "industrial grade" and are used for applications where a higher level of
reliability and performance (e.g. response time) can justify a higher cost, such as for industrial processes
or power distribution. BACnet and “LonTalk” are primarily BCS protocols, Modbus and DNP are
primarily UCS protocols and OPC is used for integration of UCS or BCS systems but is not generally
considered a “field protocol”. While the Niagara Framework is focused at the UMCS front end, it also
provides support for field devices and field protocols within BCSs and UCSs using a variety of protocols.

Note there is no M&C software that supports both BACnet and DNP, or both LonWorks and DNP.
Because the focus of UFGS 25 10 10 is primarily on the integration of HVAC systems using BACnet or
LonWorks, there is no option to select DNP as a protocol supported by the front end. As described later
in this UFC, DNP systems will be supported through the use of gateways.

Of the seven systems required by NDAA 2010, renewable energy generation systems and power
distribution networks are expected to use UCS protocols. Central plant equipment and utility metering
may use either UCS or BCS protocols, and the remaining systems are expected to use BCS protocols.

1-1.4  Open System Definition and Considerations

Generally, an Open system is one where there is no future dependence on any one contractor or
controls vendor
e It's One system - Multiple field systems with controls installed by multiple vendors are
integrated into one system
e There is one common front-end that provides users with the capability to interface with all field
systems (monitoring, supervisory control, etc.)
e There are a minimum number of vendor-proprietary (software) tools (ideally zero, in practice, a
small number) which are required to operate, maintain and modify the system.
e There is no future need for the original (installing) contractor or any particular device
manufacturer to perform work on the system
e There is no need for coordination between the installer of the field system and the installer or
(or integrator to) the front-end. As long as each contractor follows the appropriate specification
the systems will interoperate.

It's important to note, however, that Openness is not black or white. There is no such thing as a 100%
open control system, but UFG 25 10 10 and this UFC are intended to procure the most open system
practical. Further, an Open system can contain some proprietary components and can have fees,

3
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provided the components are a small part of the system and the fees are reasonable and non-
discriminatory.

For building control systems, a flat single multi-vendor system from the front-end down to the field
device can be achieved using LonWorks or BACnet, and UFGS 25 10 10 includes requirements for “top-
to-bottom” Openness using these protocols. This includes requirements in the UMCS spec that need
complementary requirements in the building control system specification. For example:

e To integrate with a UMCS (front end) based on LonWorks, the building control system has to use
only SNVTs and provide an LNS Database

e Tointegrate with a UMCS (front end) based on BACnet, the building control system must use
only standard BACnet Services and must support a number of BIBBs to allow for configuration of
scheduling, alarming and trending functionality from the UMCS.

Niagara Framework does not provide a flat system, but can provide a single multi-vendor system. To
integrate with a UMCS (front end) based on the Niagara Framework, a building control system should
ideally be installed using the Niagara Framework components. All Niagara components must use an
open license.

For UCS, Openness from the UMCS all the way to the field controller is not as achievable, and very often
not desirable. Instead UCS systems are often integrated as distinct “complete systems” (with their own
front-end) and use UMCS as a common supervisory front-end. UFGS 25 10 10 can accommodate using
the UMCS as the primary front-end for UCS, but the general assumption is that full integration of the
UCS field control system is not required and may actually be undesirable. This is due to many factors,
including the increased reliability requirements of the UCS, difference in information assurance
requirements for the UCS and the UMCS, and because the UCS are often operated by a different
organization or group at the garrison than the BCS. In addition, integration of the field control system
(with no front-end) to a UMCS is more difficult with utility control systems than with building control
systems since the UCS protocols lack data exchange standards compared to LonWorks or BACnet.

1-2 PURPOSE

This document describes an Open-systems approach for the design of a Utility Monitoring and Control
System (UMCS) Front End and integration of field control systems in accordance with UFGS 25 10 10
Utility Monitoring and Control System (UMCS) Front End and Integration . A UMCS front-end is the
supervisory management component of a UMCS and may be used to achieve utility cost and energy
savings and better manpower efficiency for electrical systems, heating, ventilating, and air-conditioning,
water and sanitary sewer systems, lighting, chillers, boilers, and other utility systems and equipment.
The UMCS front end specified in UFGS 25 10 10 will openly interoperate with systems and subsystems
installed in accordance with building control system specifications such as UFGS 23 09 23 LonWorks"
Direct Digital Control for HVAC. UFGS 23 09 23 contains specific requirements, such as the use of
LonWorks Network Services (LNS), which provide for open integration to a UMCS installed using the
complementary options contained in UFGS 25 10 10
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Note that while UFGS 23 09 23 (using LNS-based LonWorks) is currently (November 2012) the only
unified specification for an Open system designed to integrate to a UMCS front end specified using UFGS
2510 10, other field control system specifications may include some of the necessary requirements for
integration. Itis anticipated that a unified specification for an Open building control system based on
BACnet and designed to work with UFGS 25 10 10 will be released in 2014. Options for use of the
Niagara Framework will be added to both UFGS 23 09 23 (FY13) and the corresponding BACnet
specification (FY14).

There are currently (November 2012) no unified specifications for Utility Control Systems that have been
designed to integrate into UFGS 25 10 10.

1-3  SCOPE

This document describes the design of an Open UMCS Front End in accordance with UFGS 25 10 10, and
the integration of field control systems into the UMCS. This includes hardware, software and, in some
cases, networking for the UMCS Front End. With few exceptions, field control systems, including
controllers, networking, sequences of operation etc. are not included in this criteria or specification and
are covered under the relevant field control system specification.

1-4  APPLICABILITY

This UFC and accompanying UFGS 25 10 10 'Utility Monitoring and Control System Front End and
Integration' are for use on all Department of Defense projects. At the discretion of and with approval
from the assigning government agency (such as the responsible Corps of Engineers District), the design
of the UMCS may deviate from the standards defined in this UFC. When deviating from the guidance,
systems based on an Open communications protocol are recommended and proprietary procurement or
single-vendor systems are discouraged.

1-5 REFERENCES

This UFC is based on UFGS 25 10 10 ‘Utility Monitoring and Control System Front End and Integration’. A
full list of references is contained in UFGS 25 10 10.
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CHAPTER 2

UMCS ARCHITECTURE

2-1 GENERAL

As illustrated in Error! Reference source not found., a basewide UMCS consists of a UMCS front end
(specified by UFGS 25 10 10) connected to one or more field control systems. These field control
systems (FCS) may be building control systems (BCS) — which are generally DDC systems for the control
of HVAC, lighting and other building systems - or utility control systems — which vary in composition
from “smart relays” to DDC controls to programmable logic controllers (PLC) for control of power

IM

distribution or other “industrial” systems. The network architecture consists of a base-wide IP network
connected to one or more field control networks. In general, field control networks themselves may use
a wide variety of media and protocols, but building control networks for systems based on LonWorks
should be TP/FT-10 and possibly TP/XF-1250 and building control networks for systems based on BACnet
should be IP and/or MS/TP. In each case a facility point of connection (FPOC) provides an interface
between the UMCS IP network and the facility control network (FCN). Generally, the UMCS will be a
base-wide system, but it may initially consist of very few, or even only one, field control systems. The
UMCS may later be expanded to include additional field control systems. A single UMCS is expected to
connect to many field control systems from several or many different vendors, where the field control

systems are procured separately and then integrated into the UMCS front end.
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Figure 2-1: Building Automation System Architecture
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A key point in the overall system architecture is the Facility Point Of Connection (FPOC), which is the
connection point between the FCS and the UMCS front end. A successful connection requires two

things:

1. The UMCS and FCS must use the same protocol (e.g. BACnet, “LonTalk”, other)

2. The UMCS and FCS must use the same media. While this is often associated with the protocol
(e.g. TP/FT-10 is a LonWorks media type), they are not the same. BACnet uses both IP and
MS/TP, and a successful connection requires that both sides use one or the other. Similarly,
many incompatible protocols use (can be carried over) IP, so while IP is strictly speaking from an
IT perspective a protocol, the relevant question isn’t “use of IP”, but rather “what protocol is
being carried over IP”. We treat IP as simply another media type.

Depending on the FCS, the FPOC may be a:

e [P network hardware (Error! Reference source not found., Case 1): When the field control
network uses IP (as a media type) and the field control system protocol is supported by the
UMCS M&C software, the FPOC is the piece of hardware (generally an IP Router or an Ethernet
Switch) in the FCS that the UMCS IP network plugs into.

e Control protocol router (Error! Reference source not found., Case 2): (not IP router) When the
field control system protocol is supported by the UMCS M&C software but the field control
network does not use IP, the FPOC will be a control protocol router (not an IP router) to convert
the media from the field control network media to IP.



UFC 3-470-01
DRAFT 15 NOVEMBER 2012 — FOR REVIEW AND REFERENCE ONLY

e Control protocol gateway (Error! Reference source not found., Case 3): When the field control
system protocol is not supported by the UMCS M&C software, the FPOC is a gateway used to
convert the FCN protocol to one supported by the UMCS M&C Software. Since the field control
network may be IP or some other media type, the FPOC gateway will also convert the media if
necessary.

e Control protocol router: (Error! Reference source not found., Case 4): When the field control
system protocol is not supported by the UMCS M&C software, and a gateway capable of
converting the FCN media to IP is not available, both a gateway and a control protocol router
must be used. The FPOC will be the control protocol router.

The FPOC may be provided as part of the FCS (case 1, sometimes case 2), or it may be procured as part
of integration of the FCS to the UMCS (cases 3 and 4, sometimes case 2). As part of UMCS design, the
location and source of the FPOC must be determined and shown on the drawings.

Although not explicitly shown in Error! Reference source not found., there may be an additional IP
network hardware component between the FPOC and the UMCS IP network serving as a “firewall” to
help meet Information Assurance requirements.

2-3 FIELD CONTROL SYSTEMS

A Field Control System (FCS) is a networked system of controllers operating to control a building, a
portion of a building, or a utility system. The terms Field Control System and Field Control Network refer
to both Building Control Systems/Networks and Utility Control Systems/Networks. A FCS is generally
installed as a single project and is intended to provide a complete stand-alone solution for the control of
the underlying equipment, though it may lack a full-featured operator interface. Utility Control Systems
will often have a “front-end” maintained within the field system and use the UMCS as a “secondary”
user interface and supervisory system. A BCS won’t have this “front-end” (though it may have simple
local display panels with limited functionality) and will use the UMCS as the primary user interface and
supervisory system. Error! Not a valid bookmark self-reference. shows a simplified architecture for a
Field Control System including UMCS connection points.
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Figure 2-2: Field Control System Architecture (Simplified)
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2-3.1  LonWorks Field Control Systems

UFGS 23 09 23 currently requires the implementation of LonWorks Network Services (LNS) based
LonWorks systems. In FY13 UFGS 23 09 23 will be revised to include an option for Niagara Framework
based LonWorks systems.

2-3.1.1 LonWorks Network Services (LNS) Based Field Control Systems

For LNS-based LonWorks systems, UFGS 23 09 23 specifies building control systems using LonWorks
technology, the ANSI/CEA 709.1 protocol and LonWorks Network Services. The BCN consists of one or
more building control network channels connected by (control protocol) routers, with a building control
network backbone. The building control network uses CEA-709.1 communications protocol over a
TP/FT-10 network connected in a doubly-terminated topology for channels, and allows either TP/FT-10
or TP/XF-1250 for the backbone. When connected to a UMCS supporting LonWorks, the backbone is
connected to the UMCS IP network with a LonWorks TP/FT-10 (or TP/XF-1250) to IP Router as the FPOC
to produce a logically flat network where each device in the system can communicate directly with any
other device in the system without the intervention of another controller.

2-3.1.2 Niagara Framework Based Field Control Systems

For Niagara Framework based LonWorks systems, UFGS 23 09 23 will specify using LonWorks
technology, the ANSI/CEA 709.1 protocol and the Niagara Framework. It is expected that the BCN
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architecture will consist of one or more TP/FT-10 Lon channels with each channel connecting to a
Niagara Framework Supervisory Gateway. The backbone will connect the Supervisory Gateways and
consist of an IP network installed by the controls contractor. Note that this does not produce a logically
flat network; all traffic between the Lon channels and the IP network must be translated by the Niagara
Framework Supervisory Gateway.

2-3.2  BACnet Field Control Systems

As of the publication of this UFC, there is no unified UFGS for building control systems using BACnet,
although one is planned for release in FY14. It is expected that building control systems using BACnet
will use both MS/TP and BACnet/IP. A sufficiently small building may have one device using IP, in which
case the BCN will not use IP (but will have a single MS/TP network). On the other hand, a larger building
will likely have multiple devices using IP and there will be an IP network (and multiple MS/TP networks)
in the BCN. When IP networks are used in the Building Control Network, the building control IP network
will be connected to the UMCS IP network with IP network hardware as the FPOC

2-3.2.1 “Flat BACnet” Based Field Control Systems

The MS/TP building control networks will connect to either the building control IP network (larger
building, multiple routers) or the UMCS IP network (smaller building, single router) using BACnet
Routers in order to produce a logically flat peer-to-peer BACnet internetwork.

2-3.2.2 Niagara Framework Based Field Control Systems

The MS/TP building control networks will connect to either the building control IP network (larger
building, multiple gateways) or the UMCS IP network (smaller building, single gateway) using Niagara
Framework Supervisory Gateways.

2-3.3  Other Field Control Systems

Other field control systems — whether they are building control systems using other protocols or utility
control systems — will generally not result in a flat network. In these cases it is generally expected that
the connection between the UMCS and FCS will be through a gateway or through a supervisory
controller/interface provided as part of the field control system. For Niagara Framework based UMCS, it
is expected that these control systems will be integrated through the use of Niagara Framework
Supervisory Gateways. ldeally, the gateways are installed as part of the FCS project, otherwise they
must be installed during integration.

Note that for utility control systems, the connection between the FCS and UMCS may be via the UCS
local front-end; for example, a FCS which uses some proprietary protocol may have a front-end that has
a software driver for BACnet.

2-4 BASEWIDE UMCS IP NETWORK

As specified by UMCS UFGS 25 10 10 and as illustrated in Error! Reference source not found., the UMCS
uses a base-wide IP network to support inter-building communication and to serve as the
communications link between the field control system(s) and the UMCS computers.

10
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This UMCS IP network could be contractor-installed, but will generally be Government Furnished. Note
that coordination with the installation IT group, such as the Network Enterprise Center (NEC) in the
Army, is critical to ensure that the IP network usage is approved and that Information Assurance for the
UMCS has been addressed.

2-4.1 Information Assurance (IA) Requirements

Information Assurance is an ever-changing area, and the guidance provided here may no longer be
current or applicable. It’s vital to coordinate IA requirements with the respective service or agency for
each project. For the Army, IA for UMCS should be coordinated with the UMCS Mandatory Center of
Expertise (MXC) at Huntsville.

2-4.1.1 DIACAP

Department of Defense (DoD) regulations require that any DoD information system be covered by the
DoD Information Assurance Certification and Accreditation Process (DIACAP). DIACAP is intended to
identify and provide information security protections commensurate with risk and magnitude of harm
resulting from unauthorized access, use, disclosure, disruption, modification or destruction of
information and information systems.

The different services have different approaches to addressing DIACAP for UMCS, and these approaches
will continue to change or be refined as Information Assurance regulations change. It is vital that the
UMCS installation be coordinated with the installation O&M and IT groups ( e.g. DPW and NEC for the
Army) to ensure that DIACAP requirements are met.

For Army projects, the UMCS Mandatory Center of Expertise (MXC) at Huntsville can assist with
addressing Information Assurance for UMCS system and should be contacted for advice and support
during UMCS design.

2-4.1.2 Networthiness (Army)

Army regulations require that any application or system connected to the basewide LAN have a
Certificate of Networthiness (CoN). Installations may reference a pre-existing Networthiness certificate
developed by another installation as long as the application is the same (vendor and release) and the
existing certificate is not of the “/limited” type and therefore can be used Army-wide. UFGS 25 10 10
includes a requirement for the contractor to either provide a valid CoN or submit a completed CoN
application for use by the installation in obtaining a CoN. Further information is available at the
Networthiness website at https://www.us.army.mil/suite/page/137030.

The UMCS Mandatory Center of Expertise (MXC) at Huntsville can assist with addressing Certificates of
Networthiness and should be contacted for advice and support during UMCS design.

2-4.2 1T Group Coordination

Coordination with the IT Group is critical to address Information Assurance as well as other aspects of
UMCS operation. Some key points of coordination are described here.

11
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2-4.2.1 Computer Selection, Administration and Maintenance

It may be advantageous (or in some cases required) for the IT group to manage day-to-day operation of
UMCS computer servers including backups, account management, operating system and security
updates, and other administration tasks. At the very least, the IT group will likely have specific
requirements for computers connected to the basewide LAN.

Some UMCS software, the M&C Software in particular, will have specific requirements for the
configuration of the computers it operates and may also have certain requirements or limitation on the
upgrades and patches that can be applied to the operating system without also updating the software.
In addition, there may be certain patches or updates that cause the web browser based client to fail
when they are applied to client machines. Coordination with the IT group to ensure that computers vital
to the operation of the UMCS aren’t patched or updated without coordination between the DPW and IT
group is critical.

2-4.2.2 UMCS Network Bandwidth

A properly designed UMCS Network will require minimal network bandwidth as compared to many IT
applications and compared to the bandwidth typically available on a modern basewide IT backbone.
The IT group, however, will likely require assurances of this. UFGS 25 10 10 requires that the contractor
provide a network bandwidth estimate. The purpose of this estimate it to provide documentation of a
“ballpark” for bandwidth use that can be provided to the IT group. The UFGS does not provide specific
guidance on how to calculate this estimate and instead require the contractor to use their
understanding of the M&C Software they are installing and the M&C Software licensing and
performance requirements to estimate the overall bandwidth usage.

12
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CHAPTER 3

COMPUTER SOFTWARE

3-1 MONITORING AND CONTROL (M&C) SOFTWARE

The Monitoring and Control (M&C) software uses a client-server model with web-browser based clients.
The UFGS specifies M&C Software functionality. Some vendors cannot implement all of this
functionality in their standard server-based software, and the UFGS permits some functionality —
specifically point calculations and demand limiting — to be performed by controller hardware. The
software operating on the controller hardware to perform these functions is still considered M&C
Software and is included in all M&C Software requirements such as licensing. In addition, any software
required to set up this controller hardware must be provided.

3-1.1  MA&C Software Protocol Requirements

UFGS 25 10 10 makes use of Specsintact Tailoring Options which allow for customization by the designer
of requirements for protocol support by the Monitoring and Control (M&C) Software. Including a
tailoring option — BACnet, LonWorks, Modbus, OPC, or Niagara Framework -will require support for that
protocol or technology by the UMCS M&C Software.

Careful consideration must be used in determining which tailoring options to include:

e Selection of a specific protocol will require that the M&C software support that protocol and
that integration of buildings supporting that protocol be via that protocol (there could be cases
where there are multiple options for integration).

e Any protocol (whether selected or not) may always be integrated, either by direct support of
that protocol by the M&C software (e.g a front end for a project that required LonWorks may
happen to also support Modbus) or through the use of a hardware gateway.

Careful selection of appropriate tailoring options is critical to avoid creating conflicting, confusing or
impossible to meet requirements. Additional guidance on the selection of tailoring options can be found
in CHAPTER 5, UMCS Design.

3-1.2  MA&C Software Licensing Requirements

M&C software packages have upper capacity limits on the number of points, alarms, etc. that the
package can accommodate. In addition, many packages have licenses that further limit the capacity to
less than the maximum supported by the software. The designer shall specify the number of network
points and number of alarms, trends, and occupancy schedules required for the installation. These
requirements are determined by the expected size of the UMCS, and can be estimated as described
below.

Error! Reference source not found. summarizes the number of points and long-term trends based on
the defaults shown in the template Points Schedule drawings for UFGS 23 09 23 (LonWorks BCS). Where
there are two numbers in a column for a single system, the first number is for the AHU itself and the
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number below it is an additional number per zone. These are sample numbers for reference. At the
time this UFC was published there are no template Points Schedules for a building control system based
on the Niagara Framework or BACnet, or for other field control systems.

Table 3-1: Number of Points and Trends in Typical HVAC Systems Using LonWorks Controls

System Points Trends
All Air Small Package Unit 10
Heating and Ventilating Unit 23
Single Zone with Heating and DX Coils,
Single Zone with Heating and Cooling Coils, 32 2
Single Zone with Dual Temperature Coils
Single Zone with Heating and Cooling Coils and Return 35 5
Air Bypass
Single Zone with Humidity Control 37 2
Dual Duct with Return Fan or Multizone with Return 38 4
Fan 6 1
32 4
Multizone with Hot Deck Bypass with Return Fan
8 1
VAV with Return Fan (not including VAV boxes) 53 6
VAV Box with Reheat 12 1
Fan Powered VAV Box with Reheat 13 1
Cooling Only VAV Box 10 1
Perimeter Radiation 9 0
Unit Heater and Cabinet Unit Heater 11 0
Gas-Fired Infrared Heater 8 0
Dual Temperature Fan Coil Unit 12 1
Hydronic Heating Hot Water from Distributed Steam 13 1
Converter
Hydronic Heating Hot Water from Distributed HTHW 1 1
Converter
Hydronic Heating Hot Water from Single-Building Boiler 16 1
Hydronic Dual-Temperature System, with Steam Heat )3 5
Exchanger and Chilled Water
Hydronic Dual-Temperature System, with HTHW 23 5
Exchanger and Chilled Water
Hydronic Secondary with Constant Speed Pumping
Hydronic Secondary with Variable Speed Pumping

14
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3-1.2.1 Number of Network Points

The number of points required for can be estimated based on the Points Schedules for typical systems.
For example:

e ForaLonWorks Points Schedule:
e “M&C DISP REQ'D” Column: Each “X” indicates one required point.
e “M&C OVRD REQ’'D” Column: Each “X” indicates one required point.
e For a BACnet Points Schedule:

e “M&C GRAPHICAL VIEW/OVERRIDE” Column: In this column a “V” indicates a point that
must be on an M&C graphic and an “O” indicates a point that must also be overridable from
the graphic. Thus, each “V” indicates one required point and since a second point is
required for the override each “O” indicates two required points.

e “M&C CONFIGURATION VIEW/WRITE” Column: In this column a “V” indicates a
configuration point that must be on a M&C graphic and an “W” indicates a point that must
also be writeable from the graphic. Since the same point is used for viewing or writing this
value each “V” or “W” indicates one required point.

The number of points calculated from the Points Schedule as described above are for network points
that are on a system display, either as a display point or an override point. This calculation will account
for the vast majority of network points needed, but will miss points such as those used only for trending,
alarming or scheduling. It is recommended that the number of network points be increased by 5%
(multiply the estimate obtained by 1.05) to account for these other points.

3-1.2.2 Number of Trends

For the number of trends, consideration must be given to the fact that only a small percentage of the
points in the system will require a long-term trend. The trend numbers given in Error! Reference source
not found. represent the default “long-term” trends shown on the Points Schedules. Trends are also
used during the commissioning/warranty phase and for problem diagnosis, so the designer should
consider adding a small number of trends to the total to account for these needs.

3-1.2.3 Number of Schedules

If the only protocol tailoring option selected is BACnet or Niagara Framework there is no need for a
requirement in the UFGS relating to number of schedules since scheduling occurs within the building
control system.

When using other tailoring options, specify the required number of schedules. A very conservative
estimate would be one schedule per system (AHU, or AHU and its associated VAV boxes) and one
schedule per X number of stand-alone terminal units which can operate on a common schedule, where
X is determined from the design In practice, though, it is expected that multiple systems (in multiple
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buildings) will operate from a common schedule so the total required number of schedules should be
much less than this conservative estimate. Coordinate with the site to determine their approach to
scheduling. If the site indicates they operate systems according to common schedules, the “default”
recommendation in the guide spec should be more than sufficient.

3-1.2.4 Number Of Clients

An important decision that the designer must make in coordination with the installation (customer) is
the number of client seats desired. Most M&C software will be licensed as a single server but with
varying numbers of client (these may be referred to as client “seats”). UFGS 25 10 10 requires web-
browser based clients, so the limit on the number of clients is the total number of simultaneous clients.

3-1.3 System Display Graphics Requirement

The term Graphical User Interface (GUI) is somewhat a misnomer. An operator thinks of a GUI as
providing a graphical representation of systems (i.e. pictures) whereas vendors use the term GUI in the
same sense that Microsoft® describes Excel® as providing a GUI for a spreadsheet (tool bars, pull down
menus, mouse driven, etc.). This can potentially lead to a Contractor providing a GUI without graphics.
Most vendors offer some level of graphical representation of systems; whether these graphics are
included in the base-level product offering depends on the vendor. Most vendors also offer animation,
3-D graphics, links to AutoCAD or PDF documents, and links to GIS (Geographical Information Systems).

UFGS 25 10 10 requires a moderate level of graphics including building floor plans and either one-line or
3-D representation of HVAC systems. These requirements must be edited in accordance with the
specific site requirements. It's important to consider the effect that detailed graphics have on the
performance of the user interface; the more complex the graphic, the longer it will take for the page to
load.

3-1.4  standard Reports

UFGS 25 10 10 requires an extensive list of reports. Coordinate with the installation and edit these
requirements as needed.

3-1.5 Demand Limiting

UFGS 25 10 10 requires that the M&C Software be capable of performing electrical demand limiting.
While the installation may not implement demand limiting immediately, trends in energy pricing and
government energy targets make its eventual use likely.

The UFGS includes a designer option to require the use of real time pricing data for demand limiting.
While most vendors provide some demand limiting functionality, it may be difficult to get demand
limiting incorporating real time pricing at this time. In addition, the use of real time pricing requires a
connection to an external server (via the Internet), which introduces vulnerabilities into the system and
makes meeting Information Assurance requirements more difficult. Unless specifically required by the
site, it is recommended that the requirement for real time pricing not be included.
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3-1.6  User Account Management

UFGS 25 10 10 requires that the M&C Software includes the ability to create and manage user accounts.
In addition, it includes a requirement that the M&C Software support a Common Access Card (CAC) login
starting in January 2013.

3-2 USER ACCOUNT MANAGEMENT FOR OTHER COMPUTER SOFTWARE

While other computer software required by UFGS 25 10 10 may have user accounts and privileges
similar to the M&C software, more often the full capabilities of the software will be available to anyone
with access to the software. For example, (in general) anyone who can run the LNS Network
Configuration Tool or ASHRAE-135 Network Browser will be able to perform any operation allowed by
that software. For this reason, care should be taken when assigning Microsoft® Windows® user
accounts to machines that contain this software to prevent an unauthorized user from being able to
damage the system.

3-3 LNS NETWORK CONFIGURATION TOOL (LONWORKS)

The LNS network configuration tool is used to configure communication between controllers and to set
device configuration properties such as PID loop settings and setpoints.

So that the installation can become proficient with one tool and to avoid multiple tools, UFGS 25 10 10
requires the tool be provided as a part of UMCS contract rather than asking for a tool from each building
control system contractor.

Coordinate with the site to determine how many copies of the LNS Network Configuration Tool are
required and where they are to be installed. In general, one copy of the LNS Network Configuration Tool
should always be installed on the M&C Software Server, but additional installation on laptops may be
needed by the maintenance staff. Show these requirements on the UMCS Equipment Schedule.

3-4 BACNET NETWORK BROWSER (BACNET)

The BACnet Network Browser provides the capability to look at, read values from and write values to a
BACnet network. While the M&C Software will also have this functionality, the BACnet Network
Browser can be installed on a laptop and used by maintenance staff in the field even when the building
control system is not connected to the UMCS IP network, or when a local interface is beneficial.

Coordinate with the site to determine how many copies of the BACnet Network Browser are required
and where they are to be installed. Show these requirements on the UMCS Equipment Schedule.
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CHAPTER 4

DRAWINGS

4-1 UMCS DRAWINGS OVERVIEW

This chapter describes typical UMCS design drawing requirements and how to edit them to be project-
specific. CHAPTER 5 UMCS Design provides an overview of the project-specific drawing requirements
detailed in this chapter. Example drawings are available in Microsoft Excel format at:

https://eko.usace.army.mil/public/fa/bas

4-2 CONTRACT DRAWING SET

A set of Contract drawings must include:
e Points Schedule(s)
e Points Schedule - Contractor Instructions
e Alarm Contact Schedule
e Alarm Routing Group Schedule
e UMCS Equipment Schedule
e Demand Limiting Schedule (if demand limiting is implemented)
e Occupancy Schedules

As part of the editing process to make the sample drawings project-specific, the sample drawings use
the following conventions:

e Entries required of the designer are shown bracketed as: [___ ]
e Entries required of the UMCS Contractor are shown bracketed as: < >

e Spaces where no entry is ordinarily required contains a tilde: “ ~ “ (equivalent to an “n/a” or
null value)

The bracketed ([ ___]) designer entries in the sample drawings are provided as a guide to the designer,
and must be verified or changed during design. When editing the drawings, delete the brackets after
verifying/providing the entry. Contract drawings must contain no designer brackets [ ___]; entries
requiring information from the contractor are shown in “<___>" brackets. When appropriate, designer
brackets may be replaced with contractor brackets during design. Do not leave cells blank. Instead,
show the tilde ("~") to indicate a null value or that no further entry is required.
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4-3 POINTS SCHEDULE

4-3.1 Overview

The most common task to be performed under UFGS 25 10 10 is integration of one or more field control
systems into a UMCS (new or existing), and the designer must include Points Schedule drawing(s) in the
UMOCS contract package to specify integration requirements. Whenever possible, these Points Schedules
should be obtained from the as-built submittals of completed field control system projects, particularly

when UFGS 23 09 23 was used.

LonWorks Points Schedules are described in detail in UFC 3-410-02, and a summary is provided here.
There are currently (November 2012) no Points Schedules for building control systems based on other
protocols such as BACnet, although an example of a Points Schedule for each protocol is included in
APPENDIX A.

4-3.2  LonWorks Points Schedule Description And Instructions

Columns in the Points Schedule labeled “M&C” pertain to functionality to be provided by the Monitoring
and Control (M&C) Software specified in UFGS 25 10 10. These columns include SNVTs accessible to the
UMCS from the building DDC system installed in accordance with UFGS 23 09 23. When the DDC system
is integrated into the UMCS, the "M&C" columns specify functionality configured at the M&C Software
by the UMCS Contractor.

1) M&C DISP REQ'D column: an "x" in this column indicates that the graphical display for this
system must display the value of this point.

2) M&CTREND REQ'D column: an "x" in this column indicates that the Contractor will create and
set up an 'initial' trend for this point at the M&C software. Note that any point with an
associated SNVT can be trended and the intent of showing an "x" in the Schedule for an 'initial'
trend might be for testing or commissioning purposes.

3) M&C OVRD REQ'D column: an "x" in this column indicates that the Contractor must provide
M&C override capability for this point. In the case of 'System reset button' (RST-BUT) an "x"
indicates that the M&C software shall provide the capability to reset the system after shutdown
due to an alarm. Use caution in specifying this capability.

4) ALARM PRIORITY column: This column shows the priority for alarms as either Critical (CRIT) or
Informational (INFO). As specified in UFGS 25 10 10, critical alarms remain in alarm until
acknowledged by a UMCS operator and the alarm condition no longer exists. Informational
alarms shall remain in alarm until the alarm condition no longer exists or until the alarm is
acknowledged. Show the alarm priority for each alarm.

5) M&C ROUTING column: This column shows the name of the Alarm Routing Group that is to be
used for each alarm handled by the UMCS as further described in paragraph 4-4. The entry in
this column corresponds to an Alarm Routing Group as shown on the Alarm Routing Schedule
drawing. Show the Alarm Routing Group name that is to be used for this alarm. Where:
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e [fthere is an existing UMCS, coordinate with the installation to determine routing
requirements. Show the M&C Routing name from the existing UMCS Alarm Routing Group
name set or update the Alarm Routing Group information.

e If there is not an existing UMCS, coordinate with the installation to create an alarm routing
contact schedule and an Alarm Routing Group Schedule. Use the Alarm Routing Group
schedule to show the M&C Routing name.

4-4  ALARM CONTACT AND ALARM ROUTING GROUP SCHEDULES

The M&C software will route alarms according to the alarm routing group shown on the Points
Schedule. The alarm routing group is defined by the use of two separate schedules: an Alarm Contact
Schedule that lists information on specific individuals and an Alarm Routing Group Schedule that defines
the actions to be taken for each “route”.

4-4.1  Alarm Contact Schedule

The Alarm Contact Schedule, shown in Table 4-1, defines alarm recipient information. The designer shall
either complete this schedule or specify that the Contractor shall complete this schedule. In either case,
customer input is required to identify appropriate entries.

Table 4-1. Alarm Contact Schedule.

PERSONS TEXT MESSAGE
NAME EMAIL ADDRESS ADDRESS DESCRIPTION

— e ——————
[P | SR | SR | S S | S | S— | E—
—— | ——————
Y | SR | S | S S | S | — —
I L SR | NS | S S | S | S_— _—
—_———_——_————_——

PR | SR | SR | S S | SN | S —

4-4.2  Alarm Routing Group Schedule

The Alarm Routing Group Schedule (shown in Table 4-2), defines actions to be taken for an alarm based

on alarm routing groups. Each alarm routing group specifies the destinations for the alarm message and
is some combination of the following:

e Pop-up a message on all open clients

e Send as email to one or more individuals

e Send a text message via email to one or more individuals
e Print to one or more printers
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The designer shall either complete this schedule or specify that the Contractor shall complete this
schedule. In either case, customer input is required to identify appropriate entries .

Each row in this schedule specifies a unique alarm routing group, and each group may be used by
multiple alarms. Individual cells may have multiple entries (e.g. one routing group may email to multiple
individuals). Alarms are assigned to routing groups in the M&C Routing column of the Points Schedule.

Table 4-2. Alarm Routing Group Schedule

ROUTING TEXT MESSAGE PRINT TO
EMAILT -Up
NAME ° TO Y PRINTERS

(R | SNPR | S | SN | SN | SE | S —

— | | [ [ | | — [—

[
[
I
I
I
I
[
[

(R | R | SR | SN S | S | S _—
— | — | ——————
— | iy | p— J— | — | — | — | —
— e | | r— | — | e Ri— | ——
et |t |t [ [ | | [

[

[ ]
[ |
[ |
[ |
[ |
[ ]
[ ]

4-5 UMCS EQUIPMENT SCHEDULE

The Computer Equipment Schedule, Table 4-3, shows requirements for UMCS equipment such as FPOCs
(routers, gateways), Control Protocol Network Hardware, computer servers, computer workstations and
printers. The schedule contains the following information (by column heading):

o Reference: Complete this field by entering an equipment identifier.

e Hardware: Complete this field for each piece of hardware furnished by the Government or
required of the Contractor:

0 Computer: List each Server and each Workstation (Desktop or Laptop)

O Printer: List each printer by type - Alarm (continuous feed is default), Laser (B&W), or
Color

0 FPOC: List each Control Protocol Router and each Gateway.

O The Contractor will add entries for other hardware such as each M&C Software
Controller Hardware and each BACnet Supervisory Controller Hardware.

e Hardware Provided By: Complete this field to indicate whether the hardware is contractor-
provided or Government-furnished.

e Hardware Location: Show the location the hardware is installed or shall be installed in.

e Network Name: The Contractor completes this field.
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IP Address: The Contractor completes this field.

Media Size or Monitor Size: Show the display monitor size for computers or non-standard media
size for printers. It is assumed all printers can print on 8.5” x 11” portrait mode media. List any
other media sizes required here.

Install LNS Network Configuration Tool: Designate each workstation that shall be provided with
LNS network configuration tool (NCT) software.

Install BACnet Network Browser: Designate each workstation that shall be provided with BACnet
Network Browser software.

Reference Sheet Number: The Contractor completes this field. If there is a UMCS riser diagram,
this may be used to indicate a reference to the sheet number (of that riser diagram) on which
the equipment is shown.
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Table 4-3. UMCS Equipment Schedule.

REFERENCE SHEET

No.

INSTALL BACNET

NETWORK
BROWSER

INSTALL LNS
NETWORK

CONFIGURATION
TOOL

MEDIA SIZE OR
MONITOR SIZE

IP ADDRESS

NETWORK NAME

HARDWARE
LOCATION
(BLDG & RM)

HARDWARE
PROVIDED BY

HARDWARE

REFERENCE
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CHAPTER 5

UMCS DESIGN

5-1 INTRODUCTION

This chapter describes the planning and design of a UMCS project and is largely constrained to the case
where a new UMCS is being designed, including integration of an initial set of field control systems. In
addition to the guidance contained in this UFC the design should be based on site-specific planning
documents. Designs must be accomplished in accordance with the customer’s site specific
requirements, such as those in the Installation Design Guide (IDG) for an Army garrison, Master Planning
documents, and a UMCS/DDC Implementation Plan. To help obtain maximum benefit of Open DDC
systems, designers should encourage their customers to develop a UMCS/DDC Implementation Plan as
described in ERDC/CERL Technical report TR-08-12 'IMCOM LonWorks® Building Automation Systems

Implementation Strategy' available at:
http://www.cecer.army.mil/techreports/ERDC-CERL_TR-08-12/ERDC-CERL_TR-08-12.pdf

5-2 UMCS DESIGN CONSIDERATIONS

Prior to design, determine what protocols the site wants/needs. Key factors to consider are:
e Does the site have a UMCS Master Plan?
e What s the local vendor/contractor support for each protocol?
e What legacy systems are there? What protocols do they use?

5-2.1 Protocol Considerations

Each protocol has its own strengths and weaknesses:

e BACnet has good support for Scheduling, Alarming, and Trending in an Open standard way at
the building. On the other hand, BACnet lacks a system-wide network database, and requires
more proprietary software tools for device configuration. While buildings can be competed
openly, the front end is generally proprietary.

e LonWorks (LNS-based) has an open system-wide database standard allowing the use of a single
tool for network management and device configuration. Widespread use of ASCs reduces the
need for proprietary programming tools. Scheduling, Alarming, and Trending are not supported
in a standard manner, requiring custom solutions. While buildings can be competed openly, the
front end is generally proprietary.

e Niagara Framework has good support for Scheduling, Alarming, and Trending in a standard way
at the building. The Niagara Framework toolset and system database is more standard than
BACnet, but less standard than LonWorks. Building competition is somewhat less open than for
LonWorks or BACnet. The front end is non-proprietary (supported by multiple vendors), but has
a larger footprint due to the common approach of installing Niagara Framework Supervisory
Gateways (JACEs) in buildings. The biggest single downside of the Niagara Framework is that,
while it meets the government procurement definition of non-proprietary, it is *not* an Open
technology, but is wholly owned and licensed by Tridium (a subsidiary of Honeywell). Unlike
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BACnet and LonWorks, in theory there is no guarantee that support for the technology will
continue into the future.

When implementing the Niagara Framework it is strongly recommended to standardize on
either LonWorks or BACnet for building control systems. This will help provide a more
maintainable system for the installation operation and maintenance staff as they will not have
to understand both protocols and can reduce the number of software tools the installation has
to maintain. The Niagara Framework configuration tools can be used to perform network and
device configuration for LonWorks systems, but for BACnet systems vendor-specific tools will
usually be required.

None of these three stand head and shoulders above the others; as discussed below, the decision of
which protocol to require should be driven by other factors.

5-2.2  Determine the Building Control System Requirements

The direction the site will take for future and ongoing procurement of new building control systems will
determine the direction for the UMCS as well. In order to support the procurement of open building
control systems, the UMCS must support one of BACnet, LonWorks, or the Niagara Framework. In
general, however, it’s best to require only one of the three, but not more. This is due to several factors:

e It will be easier to maintain a system that uses only one of these options.

e In practice using multiple provides little to no benefit while increasing complexity.

e Selecting multiple options can have negative consequences: There are several BACnet
vendors who only do BACnet; selection of BACnet and anything else will exclude those
vendors. Selection of Niagara Framework with anything else will result in the
procurement of a Niagara Framework system, and place additional burden on that
system to support the other options.

Note that AX Web Supervisor, the Niagara Framework M&C Software, can be installed to meet the UFGS
25 10 10 requirements for either a LonWorks or BACnet front end (i.e. even in the case where Niagara
Framework was not a selected option). On the other hand, use of AX Web Supervisor to meet the
LonWorks or BACnet specification requirements is not the “standard” installation of that product;
selection of the Niagara Framework option in UFGS 25 10 10 will result in the “standard” Niagara
architecture.

If an installation does not use the Niagara Framework, has many existing BACnet and also many existing
LonWorks building control systems, and really cannot standardize on a single protocol for new building
systems (i.e. will continue to procure both LonWorks building systems and BACnet building systems) it
may be necessary to require that the UMCS support both protocols (LonWorks and BACnet). Another
alternative would be to maintain two separate UMCSs, one for LonWorks and one for BACnet. Before
proceeding with either option, coordinate with the project site. For Army projects, also coordinate with
the UMCS MCX at Huntsville.

It is strongly recommended that only one of Niagara Framework, LonWorks or BACnet be selected on
a particular project.

This selection of Niagara Framework, LonWorks or BACnet is a difficult choice, and must be carefully
considered and closely coordinated with the installation. There is a lot of information available to help
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with this decision — unfortunately while some of it good, much of it is not so good and a surprising
amount of it is just plain wrong. Your Service may have resources to help with this decision/process - for
the Army, the HNC UMCS MCX or ERDC-CERL can help.

Some key considerations in making this decision are:

e Availability of local vendor support. This is the number one concern; the best protocol
and software in the world will not make up for poorly trained installers and contractors.
To some extent, this also depends on level of complexity in the specification and level of
enforcement — both the LonWorks and BACnet specifications tend to push vendors out
of their comfort zone.

e The extent and type of existing legacy systems. This is important, but for most
installations, no single legacy system has a clear majority of buildings when compared to
the eventual size of a site-wide BAS. However, the existence of a large quantity of a
specific legacy system is generally an indicator of local vendor support.

e The particular strengths and weaknesses of each option should be considered where
there is no clear preference between LonWorks, BACnet, or Niagara Framework based
on local support or existing legacy buildings.

e The need to support large numbers of Modbus and/or OPC UCS systems (see below)
which might eliminate some BACnet vendors from consideration.

5-2.3  Determine the UCS System Requirements

Since UCS systems often maintain a local front end, they will generally employ a “system of systems”
approach to integration rather than a “single top-to bottom system” approach. The UFGS requirements
for UCS integration are therefore less prescriptive.

The key consideration to determining the UMCS requirements for UCS is to determine if the M&C
Software needs to support Modbus and/or support OPC. Direct support in the UMCS for Modbus or OPC
is not the only, and not necessarily the best, means of integrating systems using Modbus or OPC:

e Integration of UCS systems using Modbus can be via a hardware gateway from Modbus to
LonWorks or BACnet, and this is well supported by industry. In some cases, the UCS front end
itself may provide a software interface to LonWorks or BACnet.

e Niagara Framework Supervisory Gateways can support Modbus. Depending on the vendor and
complexity of the UCS, integration of a Modbus UCS to a Niagara Framework system might be
straightforward.

e OPCis not afield protocol and FCS (including UCS) will not use OPC as their “native” protocol for
communication between devices. Many field control systems will, however, support OPC as an
intermediate protocol between the field protocol and the UMCS, and a UMCS that supports OPC
may be a relatively simple and inexpensive way to integrate a large number of different FCS
protocols. On the other hand, FCS which don’t support OPC in this manner would be integrated
using a gateway from the field protocol to OPC, but often in this case a gateway to BACnet,
LonWorks, Modbus, or Niagara Framework could be used instead.

The use of a hardware gateway adds an additional (hardware) cost to system integrated. Requiring
protocol support at the M&C Software for Modbus or OPC may be less expensive than repeated

26



UFC 3-470-01
DRAFT 15 NOVEMBER 2012 — FOR REVIEW AND REFERENCE ONLY

installation of gateways, but it is expected that the “engineering” of the integration will be the driving
factor so this increased hardware cost may be insignificant.

In general, if the installation is integrating (or expecting to integrate) many Modbus systems, it’s likely
worthwhile to include the Modbus tailoring option to require the M&C Software to support Modbus.
Similarly if integrating (or expecting to integrate) many systems that provide (or can easily provide) an
OPC interface, it’s likely worthwhile to require OPC. If integrating a large number of various systems
(few of which provide OPC or Modbus) it is likely that many hardware gateways will be required
regardless of the protocol selection and in this case it is likely not be worth including OPC or Modbus
without additional motivation.

Note that if the needs of the building control systems dictate the UMCS support BACnet, the site should
consider carefully before requiring Modbus or OPC due to the limited number of BACnet vendors with
front end software that supports Modbus or OPC.

5-2.4  Protocol Tailoring Option Selection Considerations

Unless there is a compelling reason to do otherwise, it is generally best to determine the tailoring
options used by first determining the needs of the building control systems to select either LonWorks,
BACnet, or Niagara Framework and then considering the UCS systems’ needs to determine whether to
include Modbus or OPC.

In general there are UMCS vendors that do only BACnet and there are vendors that do “everything”, but
very few vendors that do only LonWorks, and very few vendors that do only the Niagara Framework.
Therefore, including the OPC or Modbus tailoring options with LonWorks or Niagara Framework does
not significantly impact the number of vendors able to compete versus using only the LonWorks or
Niagara Framework option. Since there are a large number of “BACnet only” vendors, however, the
same can’t be said for including the Modbus or OPC options with BACnet. It's important to remember,
though, that “BACnet only” vendors can still integrate “everything” by using a gateway. Therefore,
exercise caution in including any other protocol option when selecting BACnet.

5-2.5 Protocol Tailoring Option Recommendations

The following protocol options are recommended:

e LonWorks (only)

e LonWorks with Modbus and/or OPC

e BACnet (only)

e Niagara Framework (only)

e Niagara Framework with Modbus and/or OPC

The following protocol combinations should be carefully considered before using:

e LonWorks with BACnet. As described above, this selection only makes sense when there are a
large number of both BACnet and LonWorks buildings.

e BACnet with Niagara Framework. If the primary motivation is to obtain BACnet, adding Niagara
Framework seriously limits competition and selection of only BACnet should be considered
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instead. If, on the other hand, the primary motivation is to get Niagara Framework, then the
addition of BACnet should not adversely impact competition since the Niagara Framework M&C
software (AX Web Supervisor) can meet the BACnet requirements.

The use of LonWorks with Niagara Framework is strongly discouraged as the LNS database
requirements are incompatible with the Niagara Framework requirements.

5-2.6  Services Tailoring Option Recommendations

In addition to the protocol tailoring options, UFGS 15 10 10 contains tailoring options for the different
services, with “Air Force”, “Army”, “Navy” and “Service Generic” tailoring options. When designing a
project for the Air Force, Army or Navy use the appropriate tailoring option. Otherwise use the “Service

Generic” tailoring option

5-3 UMCS DESIGN IMPLEMENTATION

The designer is responsible for designing the UMCS using the guidance in this UFC. This design
responsibility requires producing a design package consisting of a specification and a set of drawings.
Although many implementation details are left to the Contractor, the designer shall not depend on the
UMCS Contractor or vendor for the preparation of the contract package.

The resultant project-specific specifications will require the UMCS Contractor to produce shop drawings,
schedules, test plans, test procedures, and other documents showing the application of products to
implement the UMCS design. The specification further requires the Contractor to define and install the
interface to the field control network in a manner that is consistent with performance requirements
defined in the specification and that the Contractor conducts a performance verification test of the
UMCS to show that the UMCS functions as designed.

The UMCS design shall include a tailored specification and contract drawings. All bracketed options in
the UFGS shall be addressed - included, removed or edited - as required by this UFC, the UFGS designer
notes and the needs of the project. The contract drawing package shall include the following drawings:

e Points Schedule(s): Points Schedules for the UMCS should derive from the As-Built Points
Schedules for the FCS to be integrated. When FCS as-builts are not available, create Points
Schedules for the FCS to show the UMCS integration requirements such as graphic display,
overrides, and alarming.

e Points Schedule - Contractor Instructions
e Alarm Contact Schedule
e Alarm Routing Group Schedule

e Computer Equipment Schedule
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e System Occupancy Schedule: The system occupancy schedule should be based on the FCS as-
built drawings. If as-built drawings are not available for the FCS create a system occupancy
schedule to show the required operation schedule for each system.

e Demand Limit Schedule (when demand limiting is used)

All drawings shall be complete, with all information provided or shown as requiring a contractor entry.
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APPENDIX A

EXAMPLE POINTS SCHEDULES
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Figure A-1: Example Points Schedule for LonWorks
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NODE ADDRESS: Domain =<__>, Subnet =<__>, Node LDP AND M&C DISPLAY OVERRIDES ALARMS
NODE ID: <> LDP M&C LDP M&C |
| | SETTING RANGE ‘ ncilCPT | 10 | VIEW SNVT SNVT OVRD OVRD [ SNVT | SNVT ALARM CONDITION ALARM M&C
FUNCTION NAME DESCRIPTION (WITH UNITS) (WITH UNITS) NAME TYPE HOA REQ'D REQD | RI RE( NAME TYPE REQD REQD | NAME [ TYPE (SEE NOTES) PRIORITY ROUTING
|: X SUPPLY FAN STATUS = ONIOFF < > = [X] X -1 < > < > - = - SUPPLY FAN PROOF FAILED info] [cri
RF- [RETURN FAN STATUS = ON/OF! < > = X] X ] < > < > - = - RETURN FAN PROOF FAILED info] [cri
PROOFS [SA-SMK SUPPLY AIR SMOKE = ALM/NORMAI < > = - - = = = = = = info] [cri
& [RASMK [RETURN AIR SMOKE = ALM/NORMAI < > = = = = = - = - Al info] [cri
SAFETIES 39 DEG F ALM/NORMAI < > = = = = - - = = = Al info] [cri
[ wq ALM/NORMAI < > = = = = - - = = = Al info] [cri
= = < > [ = = = = = = = = = = -
(NIGHT STAT) = < > < > Al = = = < > TEMP_P = R | BLDG-T LESS THAN BLDG-T-LL finfo] [orif 1
LOW LIMIT SETPOINT [55 DEG F] ~ < > ~ ~ = ~ < > < > -1 X < > < > - ~ ~
M SYSTEM SCHEDULER) < > < > NV = [ = < > < > SEE NOTES = = =
STARTISTOP P = ONIOFE < > BO =] 53 = < > < > -1 X < >]< > = = =
2 = ONIOFF < > BO &) [ = < > < = X < >]< > = = =
OR CLG REQUEST) (SEE NOTE) = HVAC_COOL/ < > NVO = - £3) = < > HVAC_STATUS B ~ = = = =
[HVAC_HEAT]
SUPPLY AIR PRESSURE B < > < > Al B X] X X < > < > B = B SA-P MORE THAN 20% ABOVE OR BELOW | _info] [cril] < >
SA-P-SP
CAPigﬁ":;gﬁ'T‘ROL SUPPLY AIR PRESSURE SETPOINT < > - > = = X1 X -1 < > < > -1 X < >|< > - - -
SUPPLY FAN COMMAND - 0-100% < > AO =] -1 X 2] < > < > [ X < < > = = =
SUPPLY FAN PID LOOP SETTINGS < > - < > - - = - = = = =1 -1 1< >1< > = = =
SUPPLY AIR FLO = [0-__Crm < > Al = X = < > = > = = -1 = 1
RETURN AIR FLO! = [0-__Crm) < > Al = [X = < > < > = = = 2] = [
CAP‘ZE)TTUYRQOFIC"[\‘ROL FLOW DIFFERENCE SETPOINT [__Crm] - < > - = - = < > < > ] X < >]< > = = =
RETURN FAN COMMAND - 0-100% < > AO Sl = = < > < > =1 X < >[< > = = =
IEETURN FAN PID LOOP SETTINGS < > - < > - - = - = = = = -1 1< >< > = = =
MINOA-F OUTSIDE AIR FLOW = [0-__CrM] < > Al = X1 X X < > <~ > - - - MINOA-F LESS THAN 80% OF MINOA-F-SP | _[info] [crif] 1
MINIMUM MINOA-F-SP OUTSIDE AIR FLOW SETPOINT (SETTING) [__crM - < > - - [x] X =1 < > < > =1 X < >|< > - - =
OUTSIDE AIR MINOA-D-C OUTSIDE AIR DAMPER COMMAND =~ <0-100% OPEN> < > AO o] [x] X =] < > <~ > [ X < >[< > = = =
OUTSIDE AIR DAMPER PID LOOP SETTINGS < > - < > = = - - =1 = = [ -1 1< >1< > = = =
[oAT [OUTSIDE AIR TEMPERATURE < > <> Al - X X < > < > = = = =1 = =1
MIXED AR MA-D-C MIXED AIR DAMPER COMMAND = 0-100% OPEN < > AQ =] X -1 < > <~ > -1 X < >[< > = = =
TEMPERATURE  [MAT MIXED AIR TEMPERATURE = < > Al = X X < > < > = - = =
CONTROL WITH R TEMPERATURE SETPOINT [} = < > = = X -1 < > <~ > =1 X < >[< > = =
ECONOMIZER IZER HIGH LIMIT SETPOINT [ = < > = = X =1 < > <~ > =1 X < >[< > = = =
IZER LOW LIMIT SETPOINT 1 - < > = = X = < > < > =] X < >l< > = = =
R DAMPER PID LOOP SETTINGS < > = < > = = - - = = = = - = = = =
SAT SUPPLY AIR TEMPERATURE B <> <> Al = 3] X X < > TEMP_P = = = *SA-T MORE THAN 10 DEG F ABOVE OR finfol [crit] [}
SUPPLY AR BELOW SETPOINT
TEMPERATURE |§A-T-sp SUPPLY AIR TEMPERATURE SETPOINT 55 DEG F] - < > = = X7 X =1 < > < > -1 X < >[< > = =
CLG-V-C [COOLING VALVE COMMAND - <0-100% OPEN> < > A =] X7 X = < > < > =] X < >l< > = = =
[COOLING VALVE PID LOOP SETTINGS < > - < > = = - = = = = =] -1 1< >[< > = =
RETURN AIR TEMPERATURE ~ | < > | > 1 Al | ~ -1 X -1 < > TEMP P - -~ - -1 ~ [ 1
OTHER POINTS LT-P-HL MIXED AIR FILTER PRESSURE HIGH LIMIT SWITCH <> | _ALMINORMAL | < > | BI | ~ -1 ~ - < > <> - - TRUE [info] [crit] [
[OA-FLT-P-LL |OUTSIDE AIR FILTER PRESSURE HIGH LIMIT SWITCH <> |__ALMINORMAL | < > | BI | - (3] ~ - < > < > - - - TRUE [info] [crit] [

Notes:
1

2
3
2)
5)

) THE CONTRACTOR SHALL COMPLETE THE POINTS SCHEDULE AS SPECIFIED AND AS DESCRIBED IN THE POINTS SCHEDULE INSTRUCTIONS DRAWING.
) UNIT MANUFACTURERS PROOFS AND SAFETIES: THE CONTRACTOR SHALL SHOW EACH PROOF AND SAFETY AS A SEPARATE ROW.

) SYS-OCC: AS DESCRIBED IN THE POINTS SCHEDULE INSTRUCTIONS, OVERRIDE OF SYS-OCC IS ACCOMPLISHED THROUGH THE SYSTEM SCHEDULER
)

)

ALARM CONDITIONS MARKED WITH AN ASTERISK (*) SHALL BE ACTIVE ONLY WHEN THE SYSTEM IS IN OCCUPIED MODE AND HAS BEEN IN OCCUPIED MOD
UNIT STATUS: SERVES AS A MONITORED POINT AT THE M&C SOFTWARE (FRONT-END) AND AS A HEATING/COOLING REQUEST TO THE BOILER, HEAT EXCH
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Figure A-2: Example Points Schedule for BACnet

VAV [WITH][WITHOUT] RETURN FAN

DDC HARDWARE INFORMATION: SCHEDULER DD HARDWARE INFORMATION: ALARM GENERATOR DDC HARDWARE INFORMATION:
DEVICE: <DDC#4:
DEVICE LOCATION: <__>

DEVICE OBJECT ID: < DEVICE OBJECT ID: <

DEVICE ADDRESS, BAGNET SUBKET = <>, MAC ADDRESS =<__> > MAC ADDRESS =<__> DEVICE ADDRESS, SACNET SUBNET = <__», MAC ADDRESS =<_>
GENERAL POINT INFORMATION TDP AND MEC INFORMATION TREND INFORMATION AL R CRATIO
LDP I BLDG
SETTING RANGE 0 GRAPHICAL CONFIGURATION TREND | TREND OBJECT ALARM CONDITION ALARM osJEcr NOTIFICATION | ROUTING
FuncTION NAME DESCRIPTION WITHUNITS) WITH UNITS) TYPE NUMBER BACNET PROPERTY ID(S) VIEWMRITE REQUIRED D | reND DEVICE D) (SEE NOTES) PRIORITY. cLass REQD
T PPLY FANSTA = ONIOEE = PRESENT VALUE i P ~ SUPPLY FAN PROGE FAILED = P =
[RETURN FAN STATUS = ON/OFF_ > PRESENT VALUE il v v X < > < > RETUNR FAN PROOF FAILED = < > ]
PROOFS - ALMINORNAL PRESENT VALUE - = = = - - AL CRIT = > 5
& = “ALMINORMAL PRESENT VALUE - = = - = - ALM CRIT - =
SAFETIES SDEGE “ALMINORMAL - = - = - - - ALM CRIT - =
[_lwc ALMINORMAL = = = ~ = = - ALM INFO E =
- PRESENT VALUE = = W = = - - - = = -
- = > A PRESENT VALUE = v v = ~ > —— BLDG T LESS THAN BLOGTLLSP < > 1 =]
ES[DEG F - - PRESENT VALUE v W = < > <> - = = = -
- GCCIUNGCCIWUCD PRESENT VALUE o v = < > P - - - - -
- ONIOFF 50 > PRESENT VALUE o) v = < > P - - - - -
= ONIOFF 50 = PRESENT VALUE o v 0 =~ > P 5 - - - -
- COOLING/HEATING = PRESENT VALUE 3 U] v 0 ~ > ~ - - - - -
Ex3 SUPPLY AR PRESSURE = > o PRESENT VALUE ] v v X = > = *SAP MORE THAN 20% ABOVE OR NFO > (] &
ELOW SAP-SP
YFAN  [SFC SUPPLY FAN COMMAND = G100% A0 > PRESENT VALUE o] ) W X = > F— - = = = =
CAPACITY CONTROL [SAPSP SUPPLY AIR PRESSURE SETPOINT wWe - - <PRESENT VALUE> IOl © W - = = = = = B B
L lSUPPLYRANPIDIOOR) _<SETPONT> ___|
TEEENOTES OV RETURNFAN [ SUPPLY FAN PID LOOP SETTINGS = > = - <[00P GBJECT PROPERTIESS - - VW (ALL PROPERTIES] = - - - - - - -
SAE SUPPLY AR ELOW = [o-__cem A PRESENT VALUE V] v v =] = => =] =) ~ =] o
A — - 10— cem Al PRESENT VALUE V] v v =) < > < > =] =] < > =] =]
REC [RETURN FAN COM - C100% A0 S PRESENT VALUE ol o W X < > < > - - 5 - -
F-OIFF 5P Lo DIFFERENCE SETFOIT o = = PRESENT VALUES Il © W = = = = = = = =
ETPOINT>
E PID LOOP SETTINGS = = <L60P OBJECT = = WAL = - B B - - - -
'ABACKET L0OP ORJIECT)
E THESE ROWS T ROT TREQURIG™ |RETURN FAN CONTROL LOOP PROPORTIONAL CONSTANT > - - Eya— <PRESENT VALUE> - W - - - - - - - -
RETURN FAN | THE USE OF A LOOP OBJECT T0 ALLOW T e i
CAPACITY CONTROL [ T T e [RETURN FAN CONTROL LOOP INTEGRAL CONSTANT > - B <PRESENT VALUE> B - W - B B B B B B B
<INTEGRAL CONSTANT>
[RETURN FAN CONTROL LOOP BIAS = B <PRESENT VALUE> = = W = B = = B B B B
<MAXIMUM OUTPUT>
[RETURN FAN CONTROL LOOP, MAXIMUM OUTPUT = = <PRESENT_VALUE> - = W = = - - = = = =
<MINIMUM QUTPUT>
[RETURN FAN CONTROL LOOP, MINMUM OUTPUT > = B > <PRESENT VALUE> B = W = = B B = = = =
<oop_ > <MINIMUM_OUTPUT>
[RETURN FAN PID LOOP, <> - - AV <PRESENT VALUE> = = W = = = = = = = =
<oop > <
WINIUM OUTSIDE AIR FLOW - 0-__crm A A< PRESENT VALUE ] v v X — WINOA-F LESS THAN 80% OF — 5]
MINOAESP
MINIMUM [MNOADC _ |MINIMUM OUTSIDE AIR DAMPER COMMAN = <0-100% OPEN> AQ. <AD-_><AV- > PRESENT VALUE ] [6) W X < > - > - - - - -
OUTSDEAR  [MINOAF-SP NOM GUTSIOE AR PLOW SETPONT (SETTIGT e = = A > PRESENT VALUES IoT © W = = = - = = = =
> seeont |
[MINIMUM OUTSIDE AIR DAMPER PID LOOP SETTINGS < > = = > <LOOP OBJECT PROPERTIES> = = W (ALL PROPERTIES) = = = = = = = =
= <~ > A A=~ PRESENT VALUE ] v v — = > = =) P =) =
- <0.100% OPEN> ) YRV PRESENT VALUE 0] o W X < > P - - - - -
MIXED AR - <> Al A<__> PRESENT VALUE ] v v <> < (MAT MINUS 5 DEG 7) 15 LESS THAN = [E] )
CLG-DATLL
= : - T oo E P T ' - - - o i — -
. = = <> = - - - - = = = =
ECONOMIZER <> - = > <PRESENT VALUE> U] o w = - - - = = = =
1 00p- _<SETPONTS
PEES = = RO AV > PRESENT VALUE o] ) W X > — - - - - -
[SUPPLY AIR TEMPERATURE = — A A< PRESENT VALUE ] v v X — = "SAT MORE THAN 10 DEG F ABOVE OR — (] 5l
BELOW SETPOINT
SUPPLY AR IMAND - <0-100% OPEN> A <AO- ><AV- > PRESENT VALUE o] o) W X = > < > - - - - -
TEMPERATURE  [SAT-SP [SUPPLY AIR TEMPERATURE SETPOINT SEDEG P> - - A > <PRESENT VALUE> Il © W = = - - - - - -
<005 >
< > = = <AO- ><AV- > PRESENT VALUE 101 6] W X < = < > - - - - -
[RETURN AIR TEMPERATURE I = I < > T Al A= > T PRESENT VALUE (=] I T 0T < > T < > L1 I =m T- =7 =] [0
OTHER POINTS  [MATFLT-P-HL [MIXED AIR FILTER PRESSURE HIGH LIMIT SWITCH 1 | ALMINORMAL | BI B I PRESENT VALUE (=] I — I — | = | - ALM I < -1 1 I =]
[MIXED AIR FILTER PRESSURE LOW LIMIT SWITCH I I awinormAL” T Bl Bl< > 1 PRESENT VALUE =] I — | S| — | - ALM I < =1 1 | ]
I 1 1 1 I 1 1 I
[THIS DEVICE IS A CLIENT TO OTHER DEVICES PER THE FOLLOWING TABLE
POT FONCTION
OBJECT ID OF SERVER DEVICE NAME OF SERVER DEVICE DESCRIPTION RW)
SAMPLE ROW: 36204 VAV CONTROLLER 71 GCCUPANCY INPUT "
SAMPLE ROW: 29987 DX UNIT CONTROLLER SYSTEM STARTISTOP W
-~ = > <RoaW>
= SWRITE
(REMOVE SAMPLE ROWS AND REPLACE WITH ACTUAL VALUES. ADD ROWS AS NEEDED)

Notes:
1) THE CONTRACTOR SHALL COMPLETE THE POINTS SCHEDULE AS SPECIFIED AND AS DESCRIBED IN THE POINTS SCHEDULE INSTRUCTIONS DRAWING
2) ALARM CONDITIONS MARKED WITH A SINGLE ASTERISK () SHALL BE ACTIVE ONLY WHEN THE SYSTEM S IN OCCUPIED MODE AND HAS BEEN IN OCCUPIED
R MORE THAN 5 MINUTE:
3 UNIT STATUS SERVES A5 A MONITORED POINT AT THE MEC SOFTWARE (FRONT-END)
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Figure A-3: Example Points Schedule for Modbus Gateway

SYSTEM NAME

DEVICE ADDRESS: <__>

GENERAL POINT INFORMATION POINT REGISTER INFORMATION M&C SOFTWARE FUNCTIONS OVERRIDE REGISTER INFORMATION (SEE NOTE 4)
ALARM INFORMATION
REGISTER DISPLAY TREND OVERRIDE ALARM ALARM REGISTER
FUNCTION NAME DESCRIPTION UNITS NUMBERS DATA TYPE (SEE NOTE 5) REQUIRED | REQUIRED [ REQUIRED [ ALARM CONDITION PRIORITY. ROUTING NUMBERS DATA TYPE
<DISCRETE INPUT> <COIL> <HOLDING <DISCRETE INPUT> <COIL> <HOLDING
REGISTER> <INPUT REGISTER> REGISTER> <INPUT REGISTER>
GENERIC POINT < > < > <CHARACTER> <FLOATING POINT> X1} X1} X1~} ] [CRIT][INFO][~] L < > <CHARACTER> <FLOATING POINT>
EXAMPLE POINTS <INTEGER DATE> <CHARACTER DATE> <INTEGER DATE> <CHARACTER DATE>
<OTHER:<___>> <OTHER:<__>>
GEN-OIL-P GENERATOR OIL PRESSURE PsI 6,7 FLOATING POINT X X ~ GEN-OIL;; IF',;SS THAN CRIT GEN_MAINT ~ ~
[BKR-5-S BREAKER 5 STATUS OPEN/CLOSED 53 DISCRETE INPUT X X -~ CLOSED INFO LOG ~ ~
Notes:
1) THE CONTRACTOR SHALL COMPLETE THE POINTS SCHEDULE AS SPECIFIED AND AS DESCRIBED IN THE POINTS SCHEDULE INSTRUCTIONS DRAWING
2) ALARM CONDITIONS MARKED WITH A SINGLE ASTERISK (*) SHALL BE ACTIVE ONLY WHEN THE SYSTEM IS IN OCCUPIED MODE AND HAS BEEN IN OCCUPIED
MODE FOR MORE THAN 5 MINUTES.
3) UNIT STATUS SERVES AS A MONITORED POINT AT THE M&C SOFTWARE (FRONT-END).
4) PROVIDE OVERRIDE REGISTER INFORMATION FOR ALL POINTS REQUIRING AN OVERRIDE. IF OVERRIDE IS ACCOMPLISHED VIA WRITING TO THE POINT
REGISTER, INDICATE "SAME AS POINT REGISTER"
5) FOR ALL DATA TYPES EXCEPT "OTHER" THE DATA TYPE IS SPECIFIED IN UFGS 25 10 10.
FOR ALL DATA TYPES INDICATED AS "OTHER", PROVIDE A NAME FOR THE DATA TYPE IN THE SPACE PROVIDED AND DEFINE THE DATA TYPE IN THE TABLE BELOW.
ADD ROWS TO THE TABLE BELOW AS NEEDED TO DEFINE ALL DATA TYPES USED.
DATA TYPE NAME DATA TYPE DEFINITION
Al S
= e
= =
= =
Figure A-4: Example Points Schedule for OPC Gateway
SYSTEM NAME
DEVICE ADDRESS: <___ >
GENERAL POINT INFORMATION M&C SOFTWARE FUNCTIONS
OVERRIDE
POINT OPC ALARM INFORMATION OPC TAG (SEE
TAG DISPLAY TREND OVERRIDE ALARM ALARM NOTE 4)
FUNCTION NAME DESCRIPTION UNITS REQUIRED | REQUIRED | REQUIRED ALARM CONDITION PRIORITY ROUTING
GENERIC POINT < > < > X~} X[~} X~} [ [CRIT][INFO][-] [ < >
EXAMPLE POINTS  |AHU1-SA-P AIR HANDLER 1 SUPPLY AIR PRESSURE [\ <> X X ~ AHU1-SA-P LESS THAN 0.8 IWC CRIT HVAC_SHOP ~
AHU5-SA-T-SP AHU 5 SUPPLY AIR TEMPERATURE SETPOINT DEGREES F < > X X X ~ ~ ~ < >
Notes:

1) THE CONTRACTOR SHALL COMPLETE THE POINTS SCHEDULE AS SPECIFIED AND AS DESCRIBED IN THE POINTS SCHEDULE INSTRUCTIONS DRAWING

2) ALARM CONDITIONS MARKED WITH A SINGLE ASTERISK (*) SHALL BE ACTIVE ONLY WHEN THE SYSTEM IS IN OCCUPIED MODE AND HAS BEEN IN OCCUPIED
MODE FOR MORE THAN 5 MINUTES.

3) UNIT STATUS SERVES AS A MONITORED POINT AT THE M&C SOFTWARE (FRONT-END).

4) PROVIDE OVERRIDE OPC TAG INFORMATION FOR ALL POINTS REQUIRING AN OVERRIDE. IF OVERRIDE IS ACCOMPLISHED VIA WRITING TO THE POINT

OPC TAG, INDICATE "SAME AS POINT TAG"
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