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CHAPTER 10
PROTECTIVE DESIGN CRITERIA

1. GENERAL. Protective design is defined as those passive measures that can be effected by construction related
activities to reduce or nullify the effects of an attack or accidental explosion at an Army installation, or enhance the
ability of the installation to recoup after an incident, or both. The term includes camouflage; protection of facilities
against biological and chemical agents; physical security and anti-terrorist protection; explosives safety;
conventional and nuclear weapons effects protection; and electronic emanations. It does not include all elements
of passive defense such as immunization programs, or protective clothing.

2. POLICY.

a. Scope. All construction projects will be evaluated to determine the feasibility of providing protective
measures against enemy action.

b. Alternatives. Protective design is one alternative among several that are available to reduce the vulnerability
of forces, equipment , facilities, and missions. Other alternatives are dispersion of activities, duplication of facilities,
and mobility of forces. When preparing projections of future force requirements and postures, the need for
protective measures and the benefits to be derived therefrom must be considered. Protective design costs vary
from near zero for such items as proper site selection or facility orientation and the proper application of
"tone-down" painting, to extremely expensive for such items as the hardening of command posts to withstand direct
hits from conventional weapons or near miss nuclear detonations. Therefore, in any planning of facilities, a
complete range of actions must be studied with increasing detail and effort applied to the more costly alternatives.
When making such studies, the importance of the facility to be protected must first be determined. Then a realistic
attack or threat must be assumed that is consistent with intelligence information when extrapolated to the time
period which the facility is to function. Such studies must consider that a "realistic" attack scenario changes with the
protective measures employed, and is related to the total enemy capability as well as other targets that could be
attacked.

c. CostlIncrease. Protective measures that do not increase the cost of a project by more than 10 percent are
acceptable and may be added without specific approval. When the cost increase exceeds 10 percent, guidance will
be obtained from HQUSACE (CEMP-E).

3. SUPPORT.

a. Protective Design. Upon request, the U.S. Army Engineer District, Omaha, Protective Design Center of
Expertise, will provide technical guidance in the areas of nuclear weapons effects protection, conventional weapons
effects protection, biological and chemical agent protection, physical security and antiterrorist/force protection
(AT/FP) and explosives safety.

b. Electronic Security Systems. (See Chapter 12.)

4. CONVENTIONAL AND NUCLEAR WEAPONS EFFECTS PROTECTION. Almost any design which includes
strengthening of a facility to protect against the effects of nuclear or conventional weapons will require structural
strength of a degree far beyond normal design. The lack of realistic environments in which to test designs has
resulted in a much higher degree of dependence on analytic techniques and mathematical modeling than is
customary in normal design. The tendency is to be very conservative in the approach to design, which is
incompatible with the achievement of maximum economy. Nearly every problem is unique and requires the highest
degree of mechanical competence and mathematical facility in both design and review. TM 5-1300 (reference
10-1), TM 5-858-1 through TM 5-858-8 series of manuals (references 10-2 through 10-9) and TM 5-855-1 and

TM 5-855-4 (references 10-10 and 10-11) will be used during the design of Army facilities.
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5. PHYSICAL SECURITY AND ANTITERRORISM/FORCE PROTECTION (AT/FP).

a. Security Engineering Manuals. TM 5-853-1 (reference 10-12) presents a systematic protective design
process that considers economic, policy, intelligence, operations, architectural and engineering requirements
related to physical security and AT/FP. The process guides engineers and planners in development of threats in
terms of weapons, tools and explosives, and in development of mitigating measures for those threats. TM 5-853-2
and TM 5-853-3 (references 10-13 and 10-14) present more detailed design information on the mitigating
measures for concept and final design. AT/FP design involves protection against high explosives and other
weapons.

b. Electromagnetic Protective Measures. (See Chapter 12.)

¢. Ammunition, Nuclear and Chemical Weapons Storage Facilities. TM 5-853-1 (reference 10-12) provides
guidance for security of fixed installations, and AR 190-11 (reference 10-15), AR 50-5-1 (reference 10-16), and AR
190-59 (reference 10-17) provide security requirements for arms and ammunition storage facilities and nuclear and
chemical weapons storage facilities, respectively. AR 190-13 (reference 10-18) provides policy guidance for the
physical security of all Army facilities.

d. Chain-Link Security Fencing. Appropriate definitive and standard design drawings (references 10-19 through
10-28) are to be used in conjunction with CEGS 02831 (reference 10-29) for chain-link security fencing.

6. DECOMMISSIONING OF NUCLEAR FACILITIES. All facilities which handle, maintain, produce, store, or use
radioactive materials will be designed to facilitate decommissioning at the end of their useful lives. The facilities and
sites must be secured to protect public health and safety or decontaminated to acceptable residual contamination
levels.

7. AMMUNITION AND EXPLOSIVES FACILITIES. AR 385-64 (reference 10-30) is the Army's basic document on
ammunition and explosive safety. Facilities that handle or store ammunition and explosives are unique in that plans
must be reviewed and approved by the DoD Explosives Safety Board (DDESB) before construction can begin. The
procedure for obtaining approval is described in AR 385-60 (reference 10-31). Standard pre-approved designs exist
for various magazines and for an ammunition surveillance facility. The Index of Design Drawings for Military
Construction on TECHINFO (reference 10-32) and EP 1110-345-102 (reference 10-33) should be consulted for the
current versions of these designs. Use of standard designs eliminates the need for DDESB to review structural
drawings. Siting plans require DDESB approval at the concept stage whether standard designs are used or not.
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