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Huntsville Center’s electronic security system design course
offers worldwide training
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Public Affairs Office

In the aftermath of September 11, 2001, a greater emphasis on new technology and higher levels of
security for military facilities worldwide has emerged. Installations are upgrading, and in some cases
installing, electronic security systems to support the need for higher levels of security.

The Mandatory Center of Expertise (MCX) for Electronic Security Systems (ESS), located at the
U.S. Army Engineering and Support Center, Huntsville, , is aiding installations by offering the ESS
Design Course as a way to train professionals on the proper selection and application of current,
state-of-the-art electronic security equipment and software.

The focus of the design course is to give the participants basic knowledge and skills necessary to
contribute to an ESS design.

Instructors of the ESS Design Course begin preparation and planning of course material between the
months of October and December with actual course sessions running from mid-January through
September.

In a typical year, the ESS Design Course offers four sessions at the dedicated ESS training facility
located at Redstone Arsenal, Ala., and three sessions at various locations both in the US and
overseas. In the past three years mobile training teams have visited Florida, Virginia, Massachusetts,
and Washington, DC, as well as Germany, Japan, Korea and Hawaii.

Three ESS Design Course sessions are scheduled for the remainder of the year at Redstone Arsenal,
Ala., Newport News, Va. and Destin, Fla. To find out more information or to register for the courses,
email Contact-ESC@usace.army.mil.

“We usually travel overseas where there is a concentration of U.S. military personnel. If it’s a task
for them to come here, we go to them,” said lead instructor Charles Malone. “The course can also be
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taken remotely within the U.S., but we strongly encourage students to come to our main training
facility at Redstone because it has all of the live equipment, classrooms, the whole works. They can
actually see the types of systems they are going to be designing.”

Each session begins on a Monday morning and ends on Friday for a total of 36 hours of organized
classroom instruction. According to Malone, students are not just given lectures on the systems
information but a more hands-on approach is taken to ensure adequate training and understanding of
electronic security systems.

“One week of the program gives our students an understanding of technology and equipment used in
electronic security such as card access, video cameras and intrusion detection,” Malone said. “They
put their knowledge of these security systems to good use by creating an ESS design, deciding what
security equipment they should use, how to use it and why.”

On the first day of class, students are given a one-page problem statement. Working in six-person
design teams, they have to design a system that meets the security objectives without exceeding the
budget.. Students work on the problem the entire week of training and have to give a group
presentation on their design at the culmination of the course week.

Cathy Works, an intern with the Security and Intelligence Branch of Headquarters, U.S. Army
Medical Command, attended the course in April. She came into the course not knowing how much
she really did not know about electronic security systems.

“I thought the course was very beneficial,” Works said. “By the end of the week, | was more
knowledgeable on many aspects of electronic security systems and the individual components that
comprise various systems. As an intern | am required to attend various security-related courses and
training sessions. This is one of the most interesting courses I’ve taken in the past seven months.”

Three ESS Design Course sessions are scheduled for the remainder of the year at Redstone Arsenal,
Ala., Newport News, Va. and Destin, Fla.

In addition to the ESS Design Course, The Huntsville Center’s Electronic Security Center also leads
training in The ICIDS (Integrated Commercial Intrusion Detection Systems) Operator Training
Course and The ICIDS I11 System Administrator Training Course, both offered at a state-of-the-art
facility on Redstone Arsenal.

“This is the only training site for ICIDS,” said MCX Technical Deputy Ken Haynes. “We were able
to set up a facility on Redstone and offer hands-on training to students. ICIDS training has been in
place at Redstone for three years now.”

Recently the classes offered have been a combination of both the ICIDS Operator’s Training the first
half of the week and ICIDS 111 System Administrator Course the last half to avoid the inconvenience
of expenses and travel.

The two ICIDS courses go hand-in-hand, one building on top of the other.
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ICIDS are in place or installed at various Government installations and facilities, so through The
Operator’s Training, students learn how to operate a variety of intrusion detections systems, alarms,
etc. and how the ICIDS operates in conjunction with these.

The second half of the week students attend the ICIDS 111 System Administrator Course, designed to
provide them with the skills required to successfully operate and manage a functional ICIDS Ill,
either in a place or being installed at these various Government installations.

“Notices for these courses are sent out a few times a year and the best way to read more about what
we offer is to go to our website,” said Ken Haynes.

All Training course calendars and information can be found online at
https://eko.usace.army.mil/training/icids_training.
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