
Risk Management Plan - REF8007G
Scope

This reference document describes Risk Management, a systematic process of identifying, analyzing, and responding to risk for the entire project life cycle.  In order to successfully address risk, a risk assessment must be performed at the initial concept, include mandatory risk elements and demonstrate active management of the risk throughout the project life.  A risk analysis is performed for all projects must include: 1) scope, 2) quality, 3) schedule, 4) , safety and health risk (refer to  Safety and Occupational Health Plan – REF8016G), 5) cost, 6) technical obsolescence, 7) asset protection considerations, 8) risk of creating a monopoly for future procurements, 9) capability of agency to manage the investment, 10) overall risk of investment failure, and 11) Affordability (capability of customers to continue funding in the future).  
In addition, for IT projects like the development of an automated information system, risk must be discussed in the following categories 12) organizational and change management; 13) business; 14) data/info; 15) technology; 16) strategic; 17) security; 18) privacy; and 19) project resources. 

If there is no risk to achieving project goals or milestones from a risk category, indicate so.  If there are other risks identified, include them.  Risk assessments should include risk information from all stakeholders and should be performed at the initial concept stage and then monitored and controlled throughout the life of the project.  

The level of detail of the risk analysis and Risk Management Plan is based on the complexity of the project.  The Risk Management Plan is a supporting document of the Project Management Plan (PMP), along with   Safety and Occupational Health – REF8016G [REF8016G],  Quality Management – REF8008G [REF8008G],  Communications – REF8006G [REF8006G],  Change Management – REF8009G [REF8009G], and  Value Management  - REF8023G [REF8023G].  Plans are developed concurrently in the iterative Program/Project Planning Phase.  

When a project is determined to be other than low-risk, the risk must be identified, and associated control procedures defined in the PMP.  Only the responsible district or division Commander may provide final PMP approval in the event of an overall project risk rating of high, or extremely high, respectively.
Distribution

Project Manager (PM)

Project Delivery Team (PDT)

Ownership

The BP/P2 Configuration Manager is responsible for ensuring that this document is necessary and that it reflects actual practice.

Responsibility  

The Project Manager (PM) is responsible for initiating the development of the Risk Management Plan.  

The Project Delivery Team (PDT) is responsible for 

· Participating in the development of the Risk Management Plan by identifying and defining potential risks and appropriate responses to risks for the project  

· Implementing the plan once it is developed and approved

Risk Management Plan Content
· Identify what the risk management activity is in WBS and describe how often risk management will be performed throughout the project life cycle.

· Describe the budget for risk management plan development and monitoring.

· Customer and Stakeholder Risk Thresholds – Describe the amount of risk that is acceptable.

· Identify Risks and Characteristics

· List of Risks

· Triggers

· Evaluation and Analysis of Risks - Determine Probability and Severity Ratings

· Complete Overall Risk Table


· Describe Highest-Level Risk 

· Calculate Costs associated with Risk Elements

· Describe Risk Response Control Procedures - Document identified risks, descriptions, causes, what is affected in the WBS, and impact on project objectives, risk owner and responsibility, agreed response to risk, and expected result of response. 

· Risk Monitoring – Describe how the PDT will keep track of identified risks, identify new risks, determine if agreed responses to risks have been executed, and evaluate the effectiveness of risk responses to reduce identified risks.  

Risk Management Plan Methodology

Address Risk Management in the Activity Development Process and Resource Estimate Development Process by ensuring an activity is added in the WBS and budget for the activity.

Establish Risk Management Team.  Initiate risk management assessment meeting.

Identify Risk.  Identify risks (1-11 minimum), provide a short description, triggers and potential impact per example below. 

	Risk
	Risk Event Description
	Triggers
	Potential Impact

	3. Schedule 
	Failure to meet a milestone could represent an early warning that a schedule delay may occur.
	Milestone exceeded
	Schedule will be delayed


Notes:  

Consider potential risks that could be associated with accomplishing the project’s activities, schedule, and fiscal resources.   

Inputs to Risk Identification include but are not limited to the following:
· All project background information

· Customer quality expectations

· Customer and stakeholder risk tolerance(s) 

· Historical records

· Past Lessons Learned

· Scope

· WBS

· Network Diagram

· Cost & Time Estimates

· Project Delivery Team Assignments

Risk Assessment – Determine Probability.  Evaluate and analyze each risk identified.  Determine the appropriate probability rating and severity rating (should the risk event occur) for each risk from the tables below.

Note:  Exercising judgment on how to eliminate or reduce risks to lessen the overall project impacts is inherent in the risk assessment process. Use the descriptions provided below to describe risk probabilities and severities.
Probability Rating Table

(Based on the likelihood that an event will occur)

	Probability
	Description

	Frequent
	Occurs often, continuously experienced.

	Occasional
	Occurs several times.

	Likely
	Occurs sporadically.

	Seldom
	Unlikely, but could occur at some time.

	Unlikely
	Can assume it will not occur.


Risk Assessment – Determine Severity.  Determine the severity of the risk based on the degree of injury, property damage, or other mission-impairing factors, to include the degree of impact on the project’s Baseline cost, schedule, scope, and quality thresholds as described in the table below.
	I.  Catastrophic
	Death or permanent total disability, system destruction, major property damage.  Lost the ability to accomplish mission.

	II. Critical
	Permanent partial disability, temporary total disability, major system damage, or significant property damage.  Cannot accomplish mission to standards or cannot execute portions of mission.

	III. Marginal
	Temporary disabling injury, lost workday case, minor system damage, minor property damage.  Degrades ability to accomplish mission capabilities to standards.

	IV. Negligible
	First aid or minor supportive medical treatment, minor system impairment.  Little or no impact on mission.


Source:  Table 3-3 from Draft DA Pam 385-10
· Enter probability and severity ratings from above into the Overall Risk Table below to characterize overall project risk as E, H, M, or L (described below) for each of the four risk categories.  

· E (Extremely High)- Loss of ability to accomplish project - Red

· H (High)- Significantly degrades capabilities to accomplish project - Blue

· M (Moderate)- Degrades project accomplishment capabilities - Yellow

· L (Low)- Little or no impact on project accomplishment - Green
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· Evaluate the above results along with the results of the safety and health risk (refer to  Safety and Occupational Health Plan – REF8016G [REF8016G]) and determine the highest-level risk of all five categories.  Overall project risk level is determined by the highest risk rating.  Decisions to accept risks must be made at a level equal to the degree of risk.  Project and Program Managers and Commanders must weigh the risks against the benefits of performing an activity.  

Note:  Unnecessary risk can be as great a hindrance to project completion as any other factor.  The levels at which USACE risk decisions can be made are: E (extremely high)- division commander; H (high)- district commander; M (moderate)- program manager; and L (low)- project manager.  In all cases, the benefits of taking the risk must be greater than the possible consequences.

Severity Rating Table
	Severity
	Probability of Occurrence

	
	////////////////////
	Frequent
	Occasional
	Likely
	Seldom
	Unlikely

	
	Catastrophic
	DE
	DPM
	PgM

	
	Critical
	DE
	DPM
	PgM
	PM

	
	Marginal
	DPM
	PgM
	PM

	
	Negligible
	PgM
	PM


Key:


DE – Division Engineer

DPM – Deputy Division Engineer (PM)

PgM – Program Manager

PM – Project Manager
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· 

Conduct Risk Analysis. Establish Risk Control procedures for activities that are identified as either M moderate, H high, and E extremely high.  Determine and document action(s) required reducing or eliminating hazards and risks.  
Risk Analysis Sheet

An example of a Risk Analysis Sheet is provided below:

	ID:
	Date Identified:

	WBS Item:


	Risk Statement: 

[This is a simple statement of what the risk is.  Examples:

· A new technology is being used for some aspect of the project, what is the risk associated with the technology failing or not working as expected? 

· On a horizontal construction project such as steam or sewer lines, there’s a risk of running into unidentified underground utilities.  What are the implications?

· A barracks renovation is timed for completion to support a currently deployed battalion.  There’s no place else to house the troops on-post if the schedule slips.   What are the implications?

· On a lock project, there’s a risk of the cofferdam being overtopped.  What are the risk(s) and implications?]

	Severity:


	

	Probability:


	

	Cost*:

Owner:

[Who is responsible for managing the risk?]
	

	Context:

[What’s the background for this?  How did we get to this point?]
	

	Trigger:

[What will trigger this risk?]

	Risk Response:   Accept?      Avoid?      Mitigate?

· ACCEPT  

[If we accept the risk, do we need a contingency plan or some other response?  If we accept, is the customer ready to get additional funds or delay schedule or other response, if that’s appropriate?
· AVOID
 [If we can avoid the risk, describe how we avoided it.  Did we eliminate the threat or cause?  Choose alternatives?]
· MITIGATE 
 [If we mitigated, what did we do?  Reduce the probability of occurrence of the event?  Did we change the approach such as off-loading the risk through insurance or other means?  Did we set up an additional amount of management reserve to cover identified eventualities?]

	Risk Control:

[Will workarounds be required?  Corrective actions in mid-stream?  Implementation of a contingency plan?]

	Status:

[Specify the date of last review of this risk and what the PDT did at that point.]

	Lesson(s) Learned:

[If there is a lesson applicable to other projects, document here and feed back through the Observations/Suggestion process of the PMBP Manual.]

	Approved by:

[Approving Official signs off and dates in this block.]

	
	Closing Date:
	Closing Rationale:


Notes:  

Controls may be as simple as referencing an SOP or conducting a job-site briefing. 

*Quantitative Techniques for Calculating Costs.  The approaches to treat the risk in a quantitative fashion are numerous.  The important point is to be consistent.  One method used frequently is a simplified analytical approach.  This method considers optimistic costs (O), Pessimistic costs (P) and most likely costs (ML), where (P + 4ML + O) / 6 equals the expected value. This also assumes a beta distribution.  Costing methodology should be consistent with other costs determined in the project.  For example, if a risk adjusted discounted cash flow was factored into the costing method; apply that to risk costs also.

Risk Costing Worksheet

Each of the risk events provide a range of expected costs that might be incurred if that risk event does come to pass.  These estimated costs are taken form the experiences of the project team and industry and market survey data.  Using a similar formula as that used in the Department of Defense Economic Analysis Guide to calculate activity times the pessimistic, optimistic and four times the most likely estimates is divided by 6 to give the expected risk costs.

	Risk Event
	Optimistic Risk Cost
	Most Likely Risk Cost
	Pessimistic Risk Cost
	Expected Risk Cost

	Failure to meet funding  milestone and delay in Phase II contract award for FY05.
	$3000.00
	$6000.00
	$10,000.00
	$6,166.66

	
	
	
	
	


·  Risk Monitoring is conducted during the Project Execution & Control Phase.  See  Project Execution and Control – PROC3000  and  Change Management – PROC3010  processes, as well as  Safety and Occupational Health  Plan – REF8016G  and  Quality Management Plan – REF8008G.  

Effective: 

Revision: 8
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